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Frequently Asked Questions

Question
Netflow =0 FreeBSD ?>4AG5B B@0D8:0

Answer

Netflow- >48=87 AO<KKE C4>1=KE A?>A>1>2 A1>@0B@0D8:0 4;0

=8:A ABAB5<. ! CG5B><B>3>GB>>= A>2<5AB8< A D;>C

?@>B>:>;><Cisco 8 A?>A>15=A>18@0BL\>B4020BL 40==K5

?>A5B8, ABAB5<0?@54AB02;05B A>1>9 >A>1K9 8=B5@5A. >B
=5?,>E00 AAK;:0 A>?8A0=85<=5B3@0D: ' >www.opennet.ru

A;8242CE A;>20E, B> 845>;>380 netgraph ?>72>;05B ?CB5<
A>740=80287C0;L=KE3@0D>287":Cl18:>2"?@>B>:>;>2,
?>@B>28 A5@28A>2 :0: 1K AB@>8BL 2708<>459AB285 A5B52KE
1><?>=5=B>2 ?@>ABK< A>740=85< A20759 <564C

":C18:0<8"

'B>=C6=>GB>1K CAB0=>28BL MB> 2A5 =0FreeBSD? ;0 =0GO0;0
=01>@ 2:;NG5=89204@>4;0 >15A?@5G5=80?>445@6:8
netgraph. >;=00 25@A80(>=0 =0 A0<><45;5=5=C6=02B0:><
:>;8G5AB25,4;0 ?>4AG5B0B@0D8:04>AB0B>G=><5=LH53>):

opti ons NETGRAPH #net graph(4) system
opti ons NETGRAPH_ASYNC
opti ons NETGRAPH_BPF
opti ons NETGRAPH_ClI SCO
opti ons NETGRAPH_ECHO
opti ons NETGRAPH_ETHER
opti ons NETGRAPH_FRAME_RELAY
opti ons NETGRAPH HOLE
opti ons NETGRAPH | FACE
opti ons NETGRAPH_ KSOCKET
opti ons NETGRAPH L2TP
opti ons NETGRAPH LM
# MPPC conpression requires proprietary files (not included)
#opti ons NETGRAPH_MPPC_COVPRESSI ON
opti ons NETGRAPH_MPPC_ENCRYPTI ON
options NETGRAPH_ONE2 MANY
opti ons NETGRAPH_PPP
opti ons NETGRAPH_PPPCE
opti ons NETGRAPH_PPTPGRE
opti ons NETGRAPH_RFC1490
opti ons NETGRAPH_SOCKET

opti ons NETGRAPH_TEE
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opti ons NETGRAPH TTY
options NETGRAPH_UI
options NETGRAPH VJC

8=8<0;L=>4>AB0B>G=>2>B MB>3>:

opti ons NETGRAPH

opti ons NETGRAPH_ETHER
opti ons NETGRAPH_SOCKET
opti ons NETGRAPH_TEE

>A;5B>3>:0: 04@>1C45B ?5@5:><?8;8@>20=>8 2A5
70@01>B05B ?>A;5?5@5703@C7:8, <>6=>70=0BLAO
=0AB@>9:>9 :>=:@5B8:8.

>B?@8<5@ A >?8A0=85<,7040G0- A>18@0BLB@O0D8: A
=5:>53>8=B5@D59A0(fxp0) 8 > B?@02;0BL 53>=0C40;5==CN
A8AB5<C. -B>B?@8<5@ >G5=LE>@>H>>?8AK205B :064>5
459AB285 E>B0O 4;0 @50;L=>3>A5@25@0 =5?7@8<5=8<>B...
8<55B 8A:;NG8B5;L=>?>7=020B5;L=K9 284 (:CA:8 A
>?8A0=85<270BK A A09BO nexus.org.ua):

?8H5<":C18:8"netgraph, :>B>@K5 =0< ?>B@51CNBAO:

1.:C18: A5B52>3>8=B5@D59A0, 2 =0H5< A;CGO05fxp0, >=
A>7405BA0O 02B><0B8G5A:8. <55B 4;0 EC:0:lower 8 upper.

Lower >7=0G05B @01>BC A?@>B>:>;0<8 =87:>3> C@ >2=0, upper -
A>>B25BAB25==>25@E=53> 0A 1C45B 8=B5@5A>20BL :0:
@07 A5B52>9 ?>B>,

?7@>E>40189 >B =86=53> A5B52>3>C@>2=0:25@E=5<C.
2.:C18:tee. 3> =0<?>B@51C5BAO A>740BL2@CG=CN. <55B
G5BK@5 EC:O0: left, right, left2right 8 right2left.

07=0G5=85 MB>3>:C18:0-?@>?CA:0BL ?0:5BK Aleft 2right (8
=0>1>@>B)84C1l;8@>20BL ?@>E>40189 ?>B>: 40==KE 2

EC:8

left2right 5A;8 =C6=K 40==K5, :>B>@K5 84CB A;520 =0?@02>
(BAE>40189 B@0D8:), 8right2left 5A;8 40==K5 84CB A?@020
=0;52>(2E>40189 B@0D8:).

3.:C18:0ne2many, =0720=85 3>2>@8B A0<>70 A510. @8=8<05B >B
<=>38E EC:>2(many0,manyl,many2 8 B.4.) 8 ?5@5405B"A>18@00" ?>B>:8
2 >48= EC:one.

4. :C18:netflow, :>B>@K9 1C45B ?@8=8<0BL =0 A510 A5B52K5
?>B>:8 A=OBK5?@8 ?><>|8tee C A5B52KE 8=B5@D59A>2
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G5@57 EC:8iface0, ifacel,iface2 8 B. 4.

-B>B :C18: 1C45B D>@<8@>20BLcisconetflow ?0:5BK, A>45@60185
03@5338@>20==CN 8=D>@<0F8N >?@>H54H5<B@0D8:5 8
?5@54020BL 2 EC: export.

5. :C18:ksocket, ABO=40@B=K9 <>4C;Lnetgraph 4;0 >B?@02:8 ?0:5B>2
>?@545;5==><C E>ABC. =0H5< A;CGO05 =0 EC:inet/dgram/udp

1C4CB ?>ABC?0BL >Bnetflow 70:5BK 4;0 ?5@540G8 E>ABC.
#?2@02;0NI8B< A>>115=85<msg <K 704048< E>AB 8 ?>@8B, =0
>B>@K91C4CB CE>48BL =0H8 ?0:5BK(192.168.1.10:2055).

I>740BL C75; <>6=>7?@8 ?><>18 :><0=4Kmkpeer, 7@8 G5<
A>740=85C7;0 2A5340 ?@>8AE>48B A ?>4:;NG5=85<
>4=>3>87 EC:>2 A>740205<>3>C7;0

:EC:C @>48B5;LA:>3>C7;0,8?2@0240, 70G5< =0<
A>74020BL =5?>4:;NG5==K9 C75;?

1>548=5=85EC:>2 ?@>8AE>48B ?@8 ?><>18 :><0=4K connect,
A8=B0:A8A :>B>@>9 B0:>2:

connect ?25@200=>402B>@00=>40 EC:?5@2>9=>4K
EC:2B>@>9=>4K.

<5=>20=85EC:>28 =>4 A;54CNI55 064K9 A>740205<K9

=>4 157K<0==K9, =>8<55B 8=45:A, :>B>@K9 <K <>65<
C2845BL :><0=4>9list.

@8<5@:
Name: ngctl27877  Type: socket ID: 00000009 Num hooks: 0

Name: Type: ksocket ID: 00000008 Num hooks: 1

K<>65<>1@0B8BLAO : C7;Cksocket G5@57 53> =><5@ (ID) BO: [8]:

2>5B>G85 C:07K205B =0B> GB> MB> =>40 K <>65<40BL
=0720=85 =>45.

?7@8<5@C, =07>25< MB>B 65 C75; :0:ksocketl.

nane [8]: ksocketl

40;55 <K C65 <>65<>1@0I0BLAO : =5<C :0: :ksocketl:

>:;57=0:><0=40show, :>B>@00 =0< ?>:065B A>548=5==K5
EC:8

+ show netflow:
Name: netflow Type: netflow ID: 00000007 Num hooks: 2


https://415.spb.ru/ins/faq/faq.php?0.cat.14

Vampyr's House!
https://415.spb.ru/ins/faq/faq.php?0.cat.14

'B@0=8F04/7

Local hook  Peer name Peer type Peer ID Peer hook
export ksocket 00000008 inet/dgram/udp
iface0 one2many0 one2many 00000006 one

45AL 284=K :0:85 EC:8 5ABL, A:>;L:>8E, 8::0:8<C7;0<
?>4:;NG5=K.

=>40< 8 EC:0< <K <>65<>1@0B8BLAO @07=K<8
A?>A>10<8. 0?7@8<5@, C =0A 5ABL 420 C7;0:tee (EC:8Ileft, rightright2left,
left2right) A =0720=85<teel 8 one2many ( E C: 8 many0O,manyl,one) A =07 20 =85 < one2manyl.
>?CAB8< <K E>B8< A>548=8BLteel G5@57 EC:left : EC:C many0
C7;0o0ne2manyl, 8 EC:rightteel : EC:C manyl C7 ;0 one2manyl.
%C:left >B C7;0teel 04@5AC5< :0:teelileft. % C:many0 04 @5AC5< :0:

one2manyl:many0.

+ connect teel: one2nanyl: |left manyO

?>A;5B>3>:0: =>4K A>548=5=K <K 8<55<2>7<>6=>ABL
8A?>;L7>20BL O;LB5@=0B82=CN O04@5A0F8N, : ?2@8<5@C, :
=>450ne2manyl <K <>65<>1@0B8BLAO G5@57 =>4Cteel
A;54CNI8< >1@07><:teelileft, 40-40, :0: 1C4-B> <K 04@5AC5< EC:
-BC :>=AB@C:F8N <>6=>8A?>;L7>20BL 2

A2565A>740==KE, 515 =58<5=>20==KE C7;0E.

B0: =0G=5<.

>43@C78< 2 04@> <>4C;L netflow:

: ~#kl dl oad ng_net gr aph

70?CA:05<ngctl

. ~#ngct |

8 ?>?0405< 2 :><0=4=CN AB @ >: C netgraph.
A;54C5B?@>25@8BL, GB>":C18:"netflow 1K; :>@@5:B=>
?>43@C65=:
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+ types
There are 20 total types:

Type nane Nunmber of |iving nodes

net f | ow 0

+ nmkpeer fxp0: tee |ower |eft
#### A>740BL C75; B87?0 tee A>548=00 8E EC: 8
lower 8 left
+ name fxpO: | ower tee0
#H#H# =0720BL A>740==K9 C75; teel
+ connect fxp0O: fxpO:|ower upper right
#### A>548=05< EC: 8 upper 8 right
+ nkpeer teeO: one2many |eft2right manyO
#### A>7405< C75; B8?0 one2many A>548=00 EC: 8
left2right 8 nany0
+ name teeO:left2right one2many0
#### =07K205< C75; one2many0
+ connect teeO: one2many0: right2left nanyl
+ nkpeer one2many0: netflow one iface0
####t A>7405< netflow C75;
+ nane one2nany0: one netfl ow
+ nkpeer netflow ksocket export inet/dgram udp
#### A>740=85 C7; 0 ksocket, A>548=05< A netgraph
=0 EC: iten/dgran udp
+ nmsg netflow setifindex { iface=0 index=4 }
#i###t 70405< 8=45: A 8=B5@D59A0 (O BO:
?>=8<0N MB> GB> B> 2@45 ?>@04: >2>3>
=><5@0, ?>4 :>B>@K< >= 845B 2 ifconfig)
+ meg netfl ow export connect inet/192.168.0.12:9996
### 3>2>@8< >B?@02; OBL ?0: 5BK =0 E>AB
Al>@0 ABOB8ABS8: 8

MB>< ?7@8<5@5 @O0AA<>B@5=>7?>4:;NG5=85: ABOB8ABS8:5
>4=>3>8=B5@D59A0. >4:;NG5=85 =5A:>;L:8E
8=B5@D59A>2 ?@>8AE>48B 0=0;>38G=> G5@ 57 tee, one2many 8
>48=87 A2>1>4=KE EC:>2ng_netflow (ifacel,iface2,...) A;8 2A5?@>H;>
:0: A;54C5B, B>192.168.1.10 =0G=5B ?>;CGO0BLnnetflow ?0:5BK =0 UDP
?>@ B 2055.

@8<5@ >G5=LE>@>H>>?8AK205B GB> 45;05BA0, :0: 8 4;0
G53> >45;>2B><GB>>7?8A0==K9 A;CG09 A>74058B
F8A:>?>4>1=K9 @CB5@, A?>A>1=K9B>;L:>>B4020BL
40==K5>B@0D8:5:C40-B>=0@C6C. B><C 6502=>=C6=>
2A5 MB> 45;>02B><0B878@>20BL 8 2>AAB0=02;820BL ?@38
:@O0HOE 8;8 ?5@570?CA:5.
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2B><0B8G5A:>5 2>AAB0=>2,;5=85B@0D8:>A1>@0
@50;87C5BA0O C<5=0=0A5@25@5 2>BB0:8<2>BA:@8?B><:

nep63-57# more FlowStart

22

=CB@8 =8G53>=>2>3> :0: @07 @50;87>20=0>B40G0O

B@0D8:0 =02 E>ABO, A>1AB25==> =0 A510(127.0.0.1) 8 =0 =5:89
91.123.123.3 ?> ?>@B0<2055. 0?CA:05BAO MB>B A:@87?B A :><0=4=>9
AB@>:88;8?@8703@C7:5=0?7@8<5@ 2>B BO::

FlowStart start vl an998
FlowStart start vlan277
Fl owStart start vl an997

:><?;5:B5 A=0?78A0==K< <=>918;;8=3><ProvAdmin (818B5
745AL 65 =0 A09B5) 70?CA: ?@>A;CH:88=B5@D59A>2
?@>8AE>48B 2 ?@>F5AA5 A>740=80 A?8A:0vlan 4;0 :;85=B>2
?7@8 7T0?CA:5 A5@25@0. 0?><=NB>;L:>>48==N0=A,
A>740==K9 :>=D83 4;0 40==>3>vlan 1C45B A;CHOBL =0 =5<
B@0OD8: B>;L:>4><><5=B0?5@5A>740=80 MB>3>2;0=."0:
65 <>3CB <5=0BLA0O 8=45:AK A>740==KE 2;0=2 A8AB5<5
=5B3@0D. -B><>65B 2K720BL ?@5:@015=85?@>A;CH:88
?>B5@N 40==KE. AB5AB25==> AD878G5A:8<88B5@D59A0<8
B0:>5=5?@>8AE>48B. 'B>1K 871560BL ?>4>1=KE
?@>1;5<,5A;820<=5>1E>48<> A;CHOBL 8<5==>vlan,
A45;09B5 8E 4> 707?CA:0 :;85=BA:8E 8=B5@D59A>2,
=0?@8<5@ ?@02:>9rc.conf:

cl oned_interfaces="vl an2 vl an997 vl an998"

i fconfig_vlan2="inet 192. 168.254.1 netmask 255.255.255.0 vlan 2 vl andev
vrQ" #Upr avl eni e

i fconfig_vlan997="inet 91.123.123. 123 net mask 255. 255. 255. 248 vl an 997
vl andev f xp0"

i fconfig_vlan998="inet 84.123.123.123 net nask 255. 255. 255. 252 vl an 998
vl andev fxp0"

">340 ;N1K587<5=5=802:;85=BA:8E 2;0=8=B5@D59A0E
=570B@>=CB 8=45:AK 20H8E ?@>A;CH8205<KE 8=B5@D59A>2
8 =5 2K7>2CB ?>B5@N 40==KE.
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"5?25@L GB>:0A05BA0O GOAB8"A5@25@".
B> GB>?@8E>48B ?> ?>@ B C 20557

0: 8G5<?7@8=8<0BL

;O MB>3>ACI5AB2C5B =01>@
flow-tools (/usr/ports/net-mgmt/flow-tools) 87 ?>@ B>2FreeBSD. @8 ?><>18 MB>3>
=01>@0 2K A<>65B5 A>740BL :>;;5:B>@, 7@8=8<0N189

B@0D8: >B ;N1>3>CAB@>9AB20, =0?@02;0NI53>=0=53>

?>B>: 2 D>@<0B5flow5 8;84. |@548 =8E >?8A0==K9 2KH5 @CB5@ 8
Cisco =0?7@8<5@. #AB0=02;8205B5 B>;AK 87 ?>@B>2, 70B5<
ACI5AB2C5B =5A:>;L:>20@80=B>2 :>;;5:B>@0. =5
1>;LH5 =@028BA0"A:@8?B>2K9" 20@80=B, >=?>72>;05B
>=B@>;8@>20BL ?>cron A>AB>0=85?@>A;CH:8?>@B>238

C?@02;0BL?0@0<5B@0<8.!>7405BA0O2A:@87?B0,1-4;070?CA:0
8:>=B@>;0:

nep63-57# more flow-capture-recovery.sh

22

-B>B?@>AB>:064K9 GOA?@52@0105B ?@8=0BK5 40==K5 87
18=0@=>3>28402B5:AB>G8B05<K9, 3>B>2K9:>1@01>B:5
2A0:8<8 @07=K<818,;;8=30<8.!1>1AB25==>, 8 2A5..

ABL >48=<0;5=L:89 =NO=A... A;8 A5@25@ A;8H:><

703@ C65-=, flow-capture <>65B =0?@>GL ?>B5@OBL A207L A
"@50;L=>ABLN"8 ?5@5AB0OBL A>18@0BLB@0D8:. 1 MB><
C?><8=05BA0 253><0=0E. 0O MB>B A;CG09 <>65B ?><>GL
4@C3>9 ?>4E>4, :>B>@K9 >?8A0=2>B 745AL:

0?8AL
B@0OD8:0 =0 FreeBSD, 0=0;>38G => NetFlow

Details

Info Sunday 14 March 2010 - 18:29:17 by
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