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Frequently Asked Questions

Question
1>740=85/>1=>2;5=85 A5@B8D8:0B>2 4;0 openvpn

Answer

(5;;_>1070B5;L=>_4>;65=1KBLsh, =8:0:8E<A8?@>G53>.

OE>48<2:0B0;>3easy-rsa 8 ?>A;54>20B5;L=>=018@05<

.Ivars (8<5==>B0:;, B>G:0,?@>15;,B>G:0 8 B.4)
Jclean-all (4;0 A>740=80 70=>2> B>;L:>)

Jpkitool —-initca (5A;8 =04> A>740BL A0 A@5B8D8:0BK)
Jbuild-key-server <OA55@25@0

Jouild-dh (=C65=B>;L:> A5@25@C)

J/build-key <0O:;85=B0

>200 25@A80:

[root]# cp -r /usr/local/share/easy-rsa /usr/local/etc/openvpn/easy-rsa
[root]# cd /usr/local/etc/openvpn/easy-rsa

@028<:>=D83
easyrsahelp- ?>A<>B@5BL 20@80=BK :><0=4

1>7405<8=D@O0AB@C:BC@C ?C1;8G=>3>:;NGO0 (Public Key Infrastructure)

# easyrsa init-pki

1>7 40 =85 Certificate Authority

# easyrsa build-ca nopass

1>740=85 A5@B8D8:0B0 A5@ 25 @ O (Server Certificate)

# easyrsa build-server-full openvpn-server nopass

A;8 ;NG A>7405BA0O =0825 4=59 2A53> ?@028< A0<DO09;
lusr/local/bin/easyrsa ? 0 @ 0 <5 B @ dafault days

?>A<>B@5BL A>740==K9 :;NG <>6=> :><0=4>09:

# easyrsa show-cert openvpn-server

1>740=85 A5@B8D8:0B>2 :;85=B>2(Client Certificate)
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# easyrsa build-client-full client_name nopass

5=5 @ 0 F 8 O Diffie Hellman Parameters

# easyrsa gen-dh

>6=> A45;0BL >B45;L=K9:0B0;>3,:C40 A:8=CBL AAK;:8
=0 2A5:;NG8 8;8 A:>?8@>20BL 8E:

[root]# mkdir /usr/local/etc/openvpn/keys
[root]# cp pki/dh.pem \
pki/ca.crt\
pki/issued/openvpn-server.crt \
pki/private/openvpn-server.key \

/usr/local/etc/openvpn/keys
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